MHHOBPHAYKU POCCHH

3 Ny F
v PAY 4

®enepalibHOE TOCYIApCTBEHHOE OI0/KETHOE 00pa30BaTEIbHOE YUPEKICHHE
BBICILIET0 00pa30BaHuUs
«Poccuiickuii rocyapcTBeHHbI T'YMAHUTAPHbII YHUBEPCUTET»
(®T'BOY BO «PITY»)

NMHCTUTYT UHO®OPMALIMOHHBIX HAVK 1 TEXHOJIOT U BE3OITACHOCTU

@daxynpTeT HHPOPMAIIMOHHBIX CUCTEM U OE30MMaCHOCTH
Kadenpa koMriekcHoit 3amuTsl HHGOpMaIu

HH®PACTPYKTYPA OTKPBITBHIX KJIIOUEH, YIOCTOBEPSAIOIIUE IIEHTPHI

PABOYAS [TPOTPAMMA JUCHUTIJIMHBI

10.03.01 Muadopmanronnast 60€30MacHOCTb

Koo u naumernosarnue HanpaeJjienus nO@ZOmOB‘KM/Cneb;M[lﬂbHOCmM

«OpraHu3aiyst ¥ TEXHOJIOTUH 3alUThl HHGOpMAIIUN»
(o orpacim wim B chepe nmpoecCHOHATBHON TEITEITHLHOCTH )

Haumenosanue nanpaeiennocmu (npoguns)/ cneyuanusayuu
VYpoBeHb BhICIIET0 00pa3oBaHUs: Oakaragpuam

®opma oOyueHus: ouHas

PII/I amantupoBaHa s nui
C OTPaHUYECHHBIMU BO3MOKHOCTSIMH
310pOBbSI U UHBAJIUIOB

Mocksa 2023



MHOPACTPYKTYPA OTKPBITHIX KJIFOUEN, YJIOCTOBEPSIOILIME I[{EHTPBI
PaGouas mporpamma TUCHIUTUTHHBI

CocraButeins:
Kanouoam mexuuueckux nayk, ooyenm kageopvt K3U A.C. Monskos

YTBEPX/IEHO

[TpoTokoun 3acenanus kadenpbt
KOMITIEKCHOM 3aIUThI HHPOPMAIUN
Ne 8 o1 23.03.2023



OI'JTABJIEHUE
1. TIOSCHMTEITBHAS BATTHCKA ...euveeeuteeesuseeassteeaassaeaasseaasseesnssaeaateeeanbeeessseeeasbeeeasbe e e asbeeesbeeabbeeaneeeannneennes 4
1.1 11eap M 3a0QUM JUCIIATIIIHB ....ccuvveeeesissseeessssesessssssssesasssssssssssssesssnsssssssanssssessssssssssnsssseesansssseessnes 4
1.2. TlepeyeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHUS MO TUCIUTLINHE, COOTHECEHHBIX C
HUHIUKATOPAMH JTOCTHIKECHUS KOMIIETECHIIMIM .....vveuveeieeesieesiieateesiee et e ssseene e e e ssneesmeeeneesnneeneennnesnns 4
1.3. MecTO AUCIUIUIUHBI B CTPYKTYPE 00PA30BATEIBHON IIPOTPAMMDBI .....vvievviaiienrisieesieenesieesieesnesnnenieas 4
2. CTPYKTYPA JHCIIUTIIIIHBL . .. ceeutvveessteesssseessssessssssssssssssssesssssesssssssssssesssssesssssesssssssssssesssssesssssessnssessssnsens 4
3. COICPIKAHUE JTACIIUTIIIHHBL. ... ...eeuveetreasteesueeesseesaseasesssseasessaseansesssseassessaseanseeaseeanseesaeeanbeessseansessnnesnses 5
4., OOPABOBATEITBHBIC TEXHOIIOTTIH ...uvvieusveeesstesesstesssssesssssesssssesssssesssssesssssesssssesssssesssssessnssessnseessssesssnsees 7
5. OLeHKa IIaHUPYEMBIX PEZYIIBTATOB OOYUECHMS ... .vveeriesreesireasreesireaseesinesreessesasseessnesreessseaneessnessns 8
LT R @57 (s X< Yr: W0 Y6 (535107 0: Y205 06 CUUURRRTR T 8
5.2 Kputepun BHICTABICHUS OIMEHKH IO JTUCITUATIIIIIHE .. .uvveeisvreessreeessseessssesssssesssssesssssesssssesssssessssssssssesens 8
5.3 OueHouHbIe cpeicTBa (MaTepUabl) ISl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOIHOMN
aTTeCTAlUU OOYUYAIOUTUXCS TIO TUCIIUTIIIIHE .. .veuveessreesteesseeasseesseeanseessseassesssseanseessneasseessneaseessneasesssnesnnes 9
6. YdeOHO-MeTOAMUYECKOE U HH(POPMAIIMOHHOE 00CCIICUCHHUE TUCTIUTUTHBL ... vvevveeeeeeneeesieasnveesenns 10
6.1 CHUCOK UCTOYHHUKOB U JTHTEPATYPBI +..uvveeuveeureanreesseeaseessreasseessseesseessseassssssseessssssseesssssnsesssnesnsesssnnas 10
6.2 Tlepeuens pecypcoB HHPOPMAITMOHHO-TSICKOMMYHUKAIIMOHHOW CeTH «MHTEPHETY. ....vvvvvvennne 12
6.3 TIpodeccronanpHbie 0a3bl JaHHBIX U HH(OOPMAITMOHHO-CIIPABOYHBIC CHCTEMBI ....vvvveirvveessieeennenes 12
7. MarepuanbHO-TEXHHUYECKOE 00CCTICUCHHNE TACTIUTIITHHBL .....vvveeeteeesiteeesiteeesiseesssseessineessnneessneesnenas 12
8. O6ecneuenue 06pa30BaTEIBLHOTO MPOLIECCa AT JIUIL C OTPAHUYEHHBIMUA BO3MOXKHOCTSIMU
3 (0 010):3 38 07 742 0:T:Bi 07 7 o) : J TP UPP PP PP 13
9. MECTOMUUCCKIE MATCPHATIBL ... vvveessrresssressssressssssessssessssssssssesssssesesssesssssesssssesssssesssssssssssessnssessnssessnsees 14
9.1 TInaHBl MPAKTHUCCKHIX BAHITHI ....vveveesrisseeitieseesteesteessesseesseessesseesseessesssenteesesseesneesnenseenbeenneaneenne e 14

[Tpunoxxenue 1. AnHOTaLKA pabOYel TPOTPAMMBI TUCIIUTIIHHBI «...cc.vvieuteesireenreesieeanseessneesneessnesnseessneas 15



1. lHosicHUTEJBLHASA 3AIUCKA

1.1. Hean u 3a7a4u AUCUUILIMHBI

Lenb AMCUUIUIMHBL: PA3BUTh y CIyIIATENEH MOAXO0/ K PEHICHUI0 TEXHHUECKUX 3a/1a4 IPOrpaMMHO-
anmnapaTHOH 3aKThHl HHYOPMALIUH.
3amaun: n3yuyeHne HHPPACTPYKTYPbI OTKPHITHIX KIFOYEH, OCBOCHUE MPUHIUIIOB (POPMUPOBAHUS
AIIEKTPOHHOH TTOJIICH, BEIPAaOOTKAa YMEHHUI HACTPOWKHA KOMIOHEHTOB HH(PPACTPYKTYPHI.

1.2. llepeyeHs MIIaHNUPYEMbIX Pe3yJIbTATOB 00yUYeHHs M0 JUCIUIIIHHE, COOTHECEHHBIX €
HHIMKATOPAMH JOCTHKEHUS KOMIIeTeHIN

KoMmnerennus
(Koa 1 HAaMMEHOBaHUE)

Nuaukaropsl
KOMIIeTeHIU i
(K0 1 HANMEHOBAHUE)

Pe3yabTarnl 00yyeHus

1IK-6

Cnocoben npunumams yyacmue
8 OpeaHU3aAYUU U NPOBeOeHUU
KOHMPOIbHBIX NPOBEPOK
pabomocnocobnocmu u
aghghexmuernocmu npumensieMoix
NPOSPAMMHBIX, NPOSPAMMHO-
annapamuuix U MexHuyecKux
cpeocma 3auumsl UHGopMmayuu

I1IK-6.1

3naem oyenxu
pabomocnocobrocmu
NPUMEHSIEMBIX CPeOCme
3auumul uHGopMayuu ¢
UCNONb308AHUEM
WMAamublx cpeocms u
MemoouxK

3uams: oyenku pabomocnocobonocmu
NPUMEHSAEMBIX CPeOCm8 3auunivl
uHgopmayuu ¢ UCNONBL30BAHUEM
npuxnaonoeo 110 Crypto Pro u XCA

1IK-6.2

Ymeem oyenumo
aghghexmuenocmu
NPUMEHSAEMBLX CPeOCME
3auumul uUHGopmayuu ¢
UCNONb308AHUEM
WMAMHBIX CPEeOCm8 U
Memooux

Ymemus: oyenumo s¢ghgpexmuenocmu
NPUMEHSAEMBIX CPEOCME 3aUUNbl
uHgopmayuu ¢ UCNOIbL30BAHUEM
npuxaaonoeo 110 Crypto Pro u XCA

IIK-6.3

Bnaoeem nasvikamu
onpeoenenus yposHs
3auwuueHHocmu u
dosepus cpedcma
3awumel ungopmayuu

Braoemu: nasvikamu onpedenenus
VPOBHSL 3aWUUEHHOCU U 008ePUs]
cpedcma 3auumul uHGopmayuu Ha
npumepe 110 VeraCrypt u Crypto Pro

1.3. MecTo iucuMiuIinHbI B CTPYKTYpe 00pa3oBaTe/ibHOM NPOrpaMMbl

Huctunmuaa «MHPpacTpykTypa OTKPBITBIX KIIOUEH, YIOCTOBEPSIONINE IIEHTPH» OTHOCHTCS K
qactu, (GOpMUPYEMOH ydacTHUKaMHU 0Opa3oBaTeNbHBIX OTHOIICHWH ONOKa IUCHUIUIMH y4eOHOTO
IUIaHAa.

Jlis  ocBOEHHWS AMCHUIUIMHBI HEOOXOAMMBI KOMIIETEHIIMH, (opMupyeMble B XOJe H3y4eHUs
TUCIUTIINH: "MaremMaTrndeckiue OCHOBBI 3aIUThl HHpOpMAaIuu'.

B pesynbTaTe OCBOCHHS AMCHUILTUHBI (OPMUPYIOTCS KOMIETCHIIMHU, HEOOXOAMMBIE ISl W3YUCHHS
CIENYIOMUX JUCHUIUIMH: "be30macHoCTh MpPOTpaMMHOTO OOECTICYeHHUS] aBTOMAaTHU3HPOBAHHBIX
cucrem".

2. CTpyKTYypa IMCHHUIITHHBI
OO6m1ast Tpy10EMKOCTh TUCIUIUIMHBI COCTABIISIET 3 3.€., 108 akameMuyeckux vaca.



CTpyKkTypa IMCUMIVIMHBI JJIS 04HOI GopMbI 00yUeHMsI
O0beM IUCHUIUTMHBI B (OpME KOHTAKTHOM pabOoThl OOYYAOIIUXCS C MeJarornyecKuMu

paboTHUKaMu | (WIK) JUIAMH, TPUBIECKaEMBIMH K peaju3aluu 0O0pa3oBaTEIbHON MpOrpamMMmbl Ha
WHBIX YCIOBHSX, P NMPOBEACHNN YUCOHBIX 3aHATHI:

Cemectp | Tun yueOHBIX 3aHITHI KonnuectBo
4acoB
3 Jleknun 24
3 [TpakTHyeckue 3aHsATUS 36
Bcero: 60

O06beM TUCHUIUTMHBI (MOIYIIs) B OpPME CaMOCTOSATEIBLHON pabOThl 00YIAOITUXCSI COCTABIISIET

48 akaJleMUUYECKHUX Yaca.

3. Conep:xaHue TUCUUILIAHBI

Ne [ HaumeHoBaHme pa3jaesa
JTUCIHUIIINHEI

Conep:xkanue

1 | KoMnoHeHTHI HHPPACTPYKTYPHI
OTKPBITBIX KJIIO4eil

PKI peanusyeTcst B MOJEeNIU KIIUEHT-CEPBEP, TO €CTh
IIpOBEpKa Kakoi-110o0 uHdopmanuu,
MPEIOCTaBIAEMON HHPPACTPYKTYPOil, MOXKET
MPOUCXOJUTH TOJIBKO IO NHULIMATUBE KJIUEHTA.
OcHoBHbIe KOMITIOHEHTHI PKI:

VY nocrosepsromnuii ieHTp (Y1) siBnsieTcss o0CHOBHO#M
CTPYKTYpoii, hopmupyromieii nudpossie
cepTuUKaThl MOJYUHEHHBIX IIECHTPOB
cepTudUKay U KOHEYHBIX Moyb3oBareneil. Y|
SIBJSICTCS TJIaBHBIM KOMIIOHEHTOM PKI:

OH SIBJISIETCSL IOBEPEHHOU TPETHEN CTOPOHOU
(trusted third party)

3TO CEPBEP, KOTOPBIM OCYLIECTBIISIET YIIPABICHUE
JKU3HEHHBIM LIUKJIOM CepTU(HUKATOB (HO HE UX
HEMOCPEJICTBEHHBIM HCIIOIH30BAaHUEM).

2 | HopmaTuBHO-MeTOANYeCKas 6a3a
HCTIOJIb30BAHHUSA JJIeKTPOHHOI
NOANMCH JJIsl TPUAAHUSA
IOPUIHYECKOH 3HAYMMOCTH
3J1eKTPOHHBIX 10KYMEHTOB

Ceptudukar OTKpBITOrO KiIro4a (Yarie BCero mpocTo
cepTuduKaT) — 3TO JaHHBIC MTOJIH30BATENS U €T0
OTKPBITBIN KIIFOY, CKPEIIIEHHBIE DJICKTPOHHOU
MOJMUCHIO YIOCTOBEPSIOUIETOo 1IeHTpa. Boimyckas
cepTU(UKAT OTKPBHITOTO KJIt0Ya, YIOCTOBEPSIOMINN
LEHTP TEM CaMbIM MOATBEPKAAET, UTO JIULIO,
MIOMMEHOBAaHHOE B cepTH(UKATe, BIIAJEET 3aKPHITHIM
KIIFOYOM, KOTOPBI COOTBETCTBYET ITOMY
OTKPBITOMY KJIIOUY.

Peno3uropuii — XpaHuiuiie, coaepxaiiee
cepTU(UKATHI U CIUCKH OTO3BAHHBIX CePTU(UKATOB
(COC) u cyxariee 11t paclipoOCTPaHESHUSI ITUX
00BEKTOB cpeau nmoib3oBareneid. B dexgepanbnom
3akoHe PD Ne 63 «O0 »1eKTpOHHON MTOAMHICHY OH
Ha3bIBAETCSI peecTp cepTU(UKATOB KITIOUEH
MOITHCEN.




Crpykrypa uudpoBbIx
cepTU(PUKATOB

Crtpykrypa ceptudukara

o Bepcus

e CepuliHblii HOMEp

o HpaentudukaTop anropurma HoaIHCH

e Hwms uznarens

o Ilepuon neictBus

e Uwms cyObekTa

o HMudopmanus 00 OTKPHITOM KIFOUE
cyOBbeKTa:

e AJNTrOpUTM OTKPBITOTO KJIIOYa

e OTKpBITHIN KIIIOY CYOBEKTA

e  YHHUKaJIbHBIA UACHTH(PHUKATOP U3AATEIS
(00s13aTENBHO TOJBKO JIs1 V2 U V3)

o YHHUKaJIbHBIA HACHTH(PHUKATOP CYOBEKTa
(00s13aTENBHO TOJIBKO J1s1 V2 U V3)

e Jlononuenus (ans v2 u v3)

e Bo03MOXHBIE JOMOIHUTENbHBIC AETATH

e ANroputm noamnucu cepruduxara
(00s13aTEIIBHO TOJIBKO JJIs V3)

o [Tlonmucek ceprudukara (00s3aTeNBHO IS
BCEX BEPCHIN)

DYyHKUMH YI0CTOBEPSIOLIET0
LHeHTpa

Perucrparnmonnsrii neHtp (P1]) — HeoOs3aTebHBIM
KOMITOHEHT CHCTEMBI, PeTHAa3HAYCHHBIN IS
perucTpanuu noiap3oBarenei. [ns stux nenei PI]
0OBIYHO Tpe0CTaBIsAeT BeO-uHTEepdelic.

Y nocToBEpAIOMNN IEHTP AOBEPSET
PETUCTPALIMOHHOMY LIEHTPY POBEPKY HHPOpPMALIUU
0 cyOBekTe. PerucrpalioHHbIi LIEHTp, TPOBEPUB
MPaBUIBLHOCTH MH(GOPMAITUH, TIOITHUCHIBAET €&
CBOMM KIIFOUOM U NEPEAAET YAOCTOBEPSIOIIEMY
LEHTPY, KOTOPBIH, TPOBEPUB KITFOY
PErUCTPALIMOHHOTO LEHTPA, BHIMHUCHIBAET
ceptuduxar. OJuH perucTpaliOHHbIA LEHTP MOXKET
paboTaTh ¢ HECKOJIBKUMH YAOCTOBEPSIOIINMU
[EHTpaMu (TO €CTh COCTOSITh B HEeCKOIbKUX PKI),
OJIMH yOCTOBEPSIONIHH LIEHTP MOXKET paboTath ¢
HECKOJBKHUMH PETUCTPAIIMOHHBIMU [IEHTPAMHU.
WNHorna, ynocToBepsIOMINA HEHTP BBIIOJIHSIET
(GYHKIIMHM perucTpalioHHOrO LIEHTpA.

Hcnouab3oBanue GpyHKIMM
nposaiiepa
Kpunrorpagu4ecKux ycayr

ApxuB cepTU(PUKATOB — XPAHUIIUIIIE BCEX
U3JJAaHHBIX KOTAa-TH00 CepTU(PHUKATOB (BKIIOUYAs
cepTu(UKaThI C 3aKOHYUBILIUMCS CPOKOM
JEeNCTBUSA). APXUB HUCIIOJIB3YETCS ISl IPOBEPKU
MOJIMHHOCTY 3JIEKTPOHHOM MOJIHACH, KOTOPOU
3aBEPSUIUCH TOKYMEHTHI.

[{enTp 3ampocoB — HeOOsA3aTENHHBI KOMIIOHEHT
CUCTEMBI, 1€ KOHEYHBIE MT0JIb30BATEIN MOTYT
3alpOCUTD WJIM OTO3BaTh CEPTH(PHUKAT.
KoHneuHble noibp30BaTeNN — MOJIb30BATEINH,
IIPUJIOKEHUS WU CUCTEMBI, SIBIISIFOLIUECS




KJIIFO4YaMM.

BJIaJICJIbLIAMH CepTU(UKATa U UCTIONb3YIOIINE
UHPPACTPYKTYPY YIPABICHHUS OTKPHITHIMH

4. Oopa3oBaTe/ibHbIe TEXHOJIOTHH

Jlj;-)n HaumenoBanmue pazaena |Buabl yueOHbIX 3aHATHI Oopa3oBaTte/ibHbIE TEXHOJIOTUH
1 |2 3 4
1. |Komnonenmsi Jlexyus 1. Tpaouyuonrnas ¢ ucnoaib3o6anuem
ungpacmpykmypul npezenmayuii
OMKPbLIMbIX KIt0uell
CamocrositenbHas padbora H3yuenue mamepuano nekyui,
mecmupogaHnue
2  |HopmamugHo- Jlexyus 2. Tpaouyuonnas c ucnonv3osanuem
Memoouueckas 6aza npesenmayuii
UCNONIL3068AHUSA
anekmporHou noonucu o |CamocTtosiTensHas paboTta Uszyuenue mamepuanog nexyuii,
npudaHus IPUOUYECcKol mecmuposaHue
SHAYUMOCIU DJIEKMPOHHBIX
O0OKYMEHMO8
3  |Cmpyxmypa yugposwvix Jlexyus 3.1 Tpaouyuonnas c ucnonv3osanuem
cepmughuxamos Jlexyus 3.2 npeseHmayuil
lpaxmuueckoe 3anamue 1.  |Bvinoanenue 3a0anus
CamocrosTenbHas padora H3yuenue mamepuanog nexyuii,
mecmupoganue
4 QyHxyuu Jlexyus 4.1 Tpaouyuonnas ¢ ucnonrb3oeanuem
voocmogepsouezo yeumpa |Jlexyus 4.2 npezenmayuii
Buinonnenue 3a0anus
IIpakxmuueckoe 3ansamue 2.
U3zyuenue mamepuanog nexyuil,
CamocrosTenpHas padora mecmupoganue
S5  |Hcnonvzosanue gpynxyuti  |Jlexyus 5.1 Tpaouyuonnas ¢ ucnonrb3oeanuem
nposatioepa Jlexyusa 5.2 npesenmayuil

KpunmozpaguuecKux ycuye

IIpaxmuueckoe 3anamue 3.

CaMocTrosTenbHas pa60Ta

Buinonnenue 3adanus

H3yll€H1/l€ mamepuaios ]ZeKZ/ﬂ/lZZ,
mecmuposarnue

AUCTAHIITMOHHBIX

B mnepuwon BpeMEHHOTO TNPUOCTAHOBJICHHUS TOCEIICHHUsS] OOYYArOIIMMHUCS TOMEIICHUN
tepputopuu PI'TY st opranusanuu yaeOHOTO mpoliecca ¢ MPUMEHEHUEM dJIEKTPOHHOTO O0yUeHUs U

OGp&SOBaTeJILHLIC TCXHOJIOTHUH

— BUIEO-JIEKIINH,

0o0pazoBaTenbHbIX

TEXHOJIOTMM  MOTYT

— OHJIAMH-JICKIIUU B PEKUME pCaIbHOTO BPEMCHH,

OBITh  MCITOJIb30BAHBI

u

CJICTYIOIINE
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— DJICKTPOHHbIE YUeOHUKH, yueOHbIe TOCOOUS, HAy4YHbIC U3/IaHHsI B 3JICKTPOHHOM BHUJIE U IOCTYII
K MHBIM 3JIEKTPOHHBIM 00pa30BaTelIbHBIM pPecypcam;

— CHUCTEMBI JUJISl JJIEKTPOHHOI'O TECTUPOBAHUS;

— KOHCYJIBTALIMU C UCIIOJIb30BAaHUEM TEIEKOMMYHUKALIMOHHBIX CPEICTB.

5. OneHKa JIAHKUPYEMBIX Pe3yJIbTATOB 00y4YeHUs

5.1 CucreMa oleHUBAHUSA

®opMa KOHTPOJISE Makc. K0J1M4ecTBO 0AJJIOB
3a oxny pabdory Bcero
Tekyluii KOHTPOJIb:
— mecmuposanue (memot 1-5) 5 6annos 30 6annos
— npakmuyieckoe 3adanue (memol 3) 6 6annos 6 bannos
— npakmuueckoe 3a0anue (memwl 4-5) 7 6annos 14 bannos
[IpomMexxyTouHas arrecrauus — 3auém 40 6annoe
(3auem no 6uremam)
HToro 3a nucuunjinyy 100 6annos

[Tonmy4yeHHBII COBOKYITHBIN PE3YJIBTAT KOHBEPTUPYETCS B TPAAUIMOHHYIO LKAy OLICHOK U B
mKaty oueHok EBporneiickoil cucreMsl neperoca u HakorieHus kpeautos (European Credit Transfer
System; nanee — ECTS) B COOTBETCTBUU € TAOJIUIICH:

[Ikama
100-6ammpHas mkana | TpagunroHHas 1IKaga
ECTS
95— 100 OTJIMYHO A
83-94 B
68 — 82 XOpOIIIO 3a4TEHO C
56— 67 OBJICTBOPUTCIIBHO D
50 — 55 YA P E
2049 FX
HCYHAOBJICTBOPUTCIIBHO HE 3a4TCHO
0-19 F
5.2 Kputepuu BbICTaBJIEHHS OLEeHKH 110 JMCIHUIIIMHE
Bamasl/ | Ouenka mo KpuTtepuu olieHKH pe3yIbTAaTOB 00y4YeHUsI O AUCHUTLINHE
Mlkana | aucuMNJIMHe
ECTS
100-83/ OTJINYHO/ BricTaBnseTcs o0yJaromemMycs, €CIH OH TITyOOKO M IMIPOYHO YCBOMII TEOPETHUCCKUH H
AB 384YTEHO MPaKTUYECKAN MaTEepPHAN, MOXET IPOIEMOHCTPHUPOBATD TO HA 3aHATHAX U B XOJIE

MPOMEXXYTOYHOH aTTeCTalHy.

OOyyaronuicst NCUEPIIBIBAIOLIE U JIOTHYECKH CTPOWHO M3JIaraeT y4eOHbIi MaTepual,
yYMEeT yBA3BIBAaTh TEOPHIO C MPAKTUKOH, CTIPABIIICTCS C PELICHUEM 3a/1a4
podecCOHaTBHON HAIPABICHHOCTH BRICOKOTO YPOBHS CI0KHOCTH, MIPABIIIEHO
000CHOBBIBACT IIPHUHSATHIC PEIICHUS.

CBOOOTHO OPHEHTUPYETCS B yUeOHOH M MPOPEeCCHOHANBHON JINTEpaType.

Or1ieHKa MO JMCHUIUINHE BBICTABIIIIOTCS 00yJaromeMycs C y946TOM pe3ylIbTaToB
TEKyLIeW U IPOMEXYTOUHOM aTTECTALIMHU.

KomnereHuny, 3aKperuiéHHbIe 32 JUCHUIIMHON, COPMUPOBAHBI HA YPOBHE —
«BBICOKHI».
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Banapl/ OueHka nmo Kputepuu oueHku pe3yjbTaToB 00y4eHUsl 10 JUCUUIJIMHE

Ixana | AucOMIINHE
ECTS

82-68/ XOpOI.HO/ BricTaBnseTcs o0y4aromemMycs, €CIH OH 3HAST TEOPETUICCKIH U MPaKTHIECKIHA

C 33YTEHO MaTepHall, TPaMOTHO U 10 CYIIECTBY M3JIaraeT ero Ha 3aHATHSAX U B XOJIC
MPOMEKYTOUHON aTTeCTallUu, HE IOMyCKasl CYIlIECTBEHHBIX HETOYHOCTEH.
OO6yuaronuiics IpaBUIBHO IPUMEHSET TEOPETUUECKUE TTOJI0KEHUS TP PELLICHUN
MPaKTHYECKUX 3a/1a4 Npo(ecCHOHATLHOM HANPaBIeHHOCTH Pa3HOI'0 YPOBHS
CJIOKHOCTH, BJIaZieeT HEOOXOAMMBIMHE IJISl TOTO HaBbIKAMU M IPUEMaMH.

JlocTaTo4HO XOpOLIO OPUEHTHPYETCS B yueOHOM 1 podecCHOHaIbHOM TuTeparype.
Or1eHKa 1Mo AUCIMIUIMHE BBICTABISIFOTCS 00yYaronieMycs ¢ y4éTOM pe3yIbTaToB
TEKyLIEW U IPOMEXYTOUHOM aTTECTALUH.

Kommnerennnu, 3akperui€éHHbIE 32 TUCIHIUTHHON, COPMHUPOBaHBI HA YPOBHE —
«XOPOIINIY.

67-50/ YIOBJICTBO- BricTaBnseTcs o0y4aromemMycs, €CIH OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUECKIHA 1
D,E putensHo/ MPaKTHIECKUit MaTepHal, IOMyCKAeT OTACTbHbIC OIIMOKY TIIPH €r0 M3JI0KECHUH Ha
3aHATUAX U B XOJI€ IPOMEKYTOTHOH aTTECTAIIHH.

OO0yJaroniuiicsi UCTIBITEIBACT ONPEIeNIEHHbBIC 3aTPYAHCHUS B IPAMCHCHUN
TEOPETHYECKUX MOJIOKEHUH MPH PEIICHUH NMPAKTHYECKHUX 3a7a4 MPpoQecCHOHaTbHON
HalpaBJICHHOCTU CTAHAAPTHOT'O YPOBHS CJIOKHOCTH, BJIAACCT HeO6XO)11/IMbIMI/I JJIsL
9TOro 6a30BBIMH HaBBIKAMH U MPUEMAMHU.

JleMOHCTpHpyeT N0CTaTOYHBII YpPOBEHb 3HAHHUS Y4eOHOM TUTEepaTyphl 10 JUCIUIUINHE.
Or1ieHKa Mo JUCLUIUINHE BBICTABILIIOTCA 00ydaromeMycs ¢ y46TOM pe3ysIbTaToB
TEKYIIEeH W IPOMEXYTOUHOH aTTeCTAITIH.

Kommnerennmu, 3akperui€éHHbIC 32 TUCIUIUIMHON, COPMHUPOBaHBI HA YPOBHE —
«TOCTATOYHEIHY.

49-0/ HEY/IOBJICT- BricTaBnseTcs o0y4aromemMycs, €CIH OH He 3HaeT Ha 6a30BOM YPOBHE TCOPETHUECKUI
FFX BOpUTeNpHO/ | M PAKTHYCCKHH MaTepual, 1omycKact rpyObIie OMMOKH MPU €T0 U3JI0KCHUU Ha
3aHATHSX U B X0/ IPOMEKYTOUYHON aTTECTALINH.

OO0yJaronIuiicsi UCTIBITEIBACT CEPhE3HBIC 3aTPYTHCHUS B IPUMECHEHUH TCOPETUICCKAX
TIOJIOKEHUH MPH PEIICHUH MTPAKTUUECKHX 3a1a4 MPOeCcCHOHANBHON HAllPaBICHHOCTH
CTaHJAPTHOTO YPOBHA CJIOKHOCTHU, HE BJIAJACCT HeO6X0}II/IMLIMI/I JUIA OTOT'O HaBBIKAaMHU U
IpUEMAMH.

JleMoHCTpHpYeT (parMeHTapHbIe 3HAHHS y4eOHOI! JIUTepaTyphl M0 TUCLUIIIHHE.
Or1ieHKa Mo JUCLUIUINHE BBICTABIIIIOTCA 00ydaromeMycs ¢ y46TOM pe3yIbTaToB
TEKyLIeW U IPOMEXYTOUHOM aTTECTALIMHU.

KomrmereHnny Ha ypoBHE «JOCTAaTOYHBINY, 3aKPEIUIEHHBIC 32 TUCIUTUIMHOW, HE
c(OPMHUPOBAHEL.

3a4TCHO

HEC 3a4TCHO

5.3 OuneHouyHble cpeacTBa (MaTepuHaabl) IJsl TeKyWero KOHTPOJS YyCIeBaeMOCTH,
NPOMEKYTOYHOM aTTecTANMHU 00y4YaroIUXCs M0 JMCIUIITTHHE

Ilpumepnvie KOoHmpobHBIE 60NPOCHL 014 3a4éma
1. Opranu3zanuonHas cTpykTypa cucteMsl artecrauuu OU u ux ¢pynkunu. Kakue OU noanexar
00s13aTeIbHON aTTeCTALIUN.
2. denepanbHble OPraHbl MO ATTECTAMU U UX (QYHKIUH.
3. Oprassl 1o aTTecTany 00BEKTOB U UX QYHKIWH. 3a1a9i U QYHKIIUH OpraHa Mo aTTeCTAIHH.
4. JleATelbHOCTh aTTeCTAllMOHHBIX KOMUCCHIA.
5. Ceptudukanus OTKpbITOro KIt0ya.
6. Jlornueckas cTpykrypa 1 komrnoHeHnTsl PKI.
7. Pucku ucrionszoBanus D1II1.
8. 3asButenu u ux ¢pyHKUMU. 3asBKa Ha poBeaeHue arrecranuu OU.
9. Tlopsaok mpoBeneHUs aTTecTanuu 00beKTOB HHpopMaTu3aruu. CoepkaHue 3asBOK.
10. ITopsaok B3auMOIEHCTBUSA 3assBUTENS M OpraHa 1o IPOBEJEHHUIO aTTECTALUH.
11. TlpoBenenue 3xkcnepTU3 SAEKTPOHHBIX JOKyMeHTOB ¢ DI1/DLIII.
12. OpraHuzanmoHHO-IITaTHOE obecriedeHue nestenpHocty Y1,
13. OcHoBuble mousTHs TexHONorHU PKI.
14. OyHKUIUHU YAOCTOBEPSIOLIETO LIEHTPA.




15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.

33

34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.

48
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[Tponetypa odopmiieHus 3asBOK Ha ModydeHus ceptudukara B Y1I.
Crpykrypa nudposoro ceprudurara popmara X.509 v.3

3axnrounTenbHbli dTan arrecraunu OW. YcnoBus noiaydeHus arrectara COOTBETCTBUS.
UTo 10KHO cofepkKaTh 3aKI0YCHHUE aTTECTAllMOHHONW KOMUCCHH.

Crucku 0TO3BaHHBIX CEPTH(HUKATOB.

DKcIuTyaTanus aTTeCTOBAHHOTO 00bEKTa.

Paccmotpenue anemranuii o Bonpocam arrecranuu Y11

Hutepdeiic OC Windows mjst paboThl ¢ cepTUhUKATaAMH.

[Tpumenenne DI s obecrieueHUs FOPUANUECKON 3HAYMMOCTHU HIIEKTPOHHBIX JOKYMEHTOB.
[Tponenypst hopmupoBanus u nmpoepku JI1.

Hocurenu xiroueBoii nHGOpMaLny.

Oynkuu kpurnronposaiinepa Kpunronpo-CSP

Atrtecraunonnbie ucnsiranus BII. Uto BxoauT B mpoBepky cuctem 3U.
WuTerpanus ¢yHKIMI KpuniTonpoBaiiiepa B 0QUCHbIE TaKeThI.
Hcnonn3oBanue Y1I.

Bunper SLI1.

OcHoBHBIE pa3paOdOTINKHU TTaKeToB s padboTsl ¢ PKI.

[TepevyeHr OCHOBHBIX pa3paboTunkoB CSP.

. TpebGoBanwms K mm(poBaHKIO TIPU PAdOTE C TOCYJAPCTBEHHBIMH 3aKa3uHKaMH.
KommpomenTarus Kiroden.

[Mpoxykt Vip Net. OcHOBHO#M (yHKIIMOHA.

[Tponykr OpenVPN. OcHoBHOI QyHKIIMOHAIL.

Kpunrorpaduyeckas 3amura 8 OC Linux.

KBanrtoBas kpunrtorpadus. [Iytu pazsurus.

V1. UccnegoBanue ysa3BUMOCTEN.

Yrumutel st pabotsl ¢ SSL B Linux.

Pabora ¢ xopHEBbIMU cepTU(UKATAMU.

Aynut 6e3omacHoctu B YLI.

PaccnenoBanne HHUMIECHTOB NpH Kpaxe Kiroden Y.

AJIMMHHCTpaTHUBHAs OTBETCTBEHHOCTD 32 HapylLIeHHEe perjiaMmenTa padotsl Y11,
[lenTp ynpasnenus cersto B VIP Net.

I[TpaBuna Ge3onacHocTu Iptables.

Kondurypuposanue cepsuca Fail2ban.

. BsaumopeiicTBie KOMIIOHEHTOB HHMPACTPYKTYPBI OTKPBITHIX KITFOYEH.

Ilpumepnvie 3a0anusn 01a mecmuposanus

1. Uro Takoe iptables:

a)

koncoaw ynpaeaenus M3 netfilter.

6)
B)

2.

a)
0)

MIOJIHOLICHHBIHN (haepBOJLI.
CETEBOM MOCT.

Fail2ban —3t0:
Menua-nponurpsIBaTeb.
Ymunuma 0na 010Kkuposanus HecaHKyuoHUpOBaAHHO20 00CMYNA.

B)

CepBep NpUIIOKEHUH.

6. YueOHo-MeTOANYECKOE U HH(OPMAILMOHHOE 00ecniedeHHe M CIUTTHHbI
6.1 CnMcoOK HCTOYHHMKOB U JIUTEPATYpPhI

Hctounuku
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OcHoBHbIE
. @edepanvuvii 3axon ot 27 wmrwona 2006 . Nel49-®d3 «O6 unbopmaruu, WHOOPMAITMOHHBIX
TEXHOJOTHSX W O 3amuTe WHPopMauu»| DIeKTpoHHbIM pecypc] : Pexum pgocryma

http://www.consultant.ru/document/cons_ doc LAW_ 61798/, cBoGoaHbIi. — 3ari1. ¢ 3KpaHa.

. @edepanvuwiti 3akon ot 27 uronsg 2006 r. Nel52-O3 «O nepcoHaIbHBIX JAHHBIX» [DIEKTPOHHBIN
pecypc] : Pexum gocryma :  http://www.consultant.ru/document/cons doc LAW 61801/,
CBOOOJIHBIN. — 3aril. ¢ 3KpaHa.

. ©edepanvuvriizaxon ot 6 ampens 2011 r. Ne63-D3 [DnekTponHbIil pecypc] : Pexxum mgocryma :
http://www.consultant.ru/document/cons_doc LAW 112701/, cBoGoaHBIi1. — 3ari. ¢ 3kpaHa.

. @edepanvuvriizakon ot 27 nexabps 2002 r. Nel84-03 «O TEeXHUYECKOM PEryJIUPOBAHUN»
[D5eKTpOHHBII pecypc] : Pexum JOCTyIIa :
http://www.consultant.ru/document/cons_ doc LAW 40241/, cBo6oaHbIi. — 3ari1. ¢ 3KpaHa.

. Kak nomnpasku B 63-®3 noBiustotT Ha Ou3Hec-mponeccsl komnanuii B 2022 roxy Poccun
[DnexTponHbIi pecypc]. — Pexxum goctyna : https://www.diadoc.ru/blog/21927-

kak popravki v 63 fz povliyayut na biznes processy kompanij v 2022 godu, cBOOOIHBIN. —
3arj. ¢ 3KpaHa.

. IIpuxa3z ®Cb Poccum ot 13.04.2021 r. No 142 "O BHecenun usmenenus B npukas ®Cb Poccun ot
27 nexabps 2011 r. No 796 "OG6 yrBepknenuun TpeboBaHuii K cpeicTBaM AJIEKTPOHHON MOIIUCH U
TpebGoBaHuii kK CpeICTBaM yAOCTOBEPsIOIIEro HeHTpa" [DnexkTpoHnslid pecypc]. — Pexxum nocryna :
http://publication.pravo.gov.ru/Document/View/0001202105200019 , ceo6oaubIi. — 3ari. ¢
JKpaHa.

Jluteparypa

OcHoBHas
1. Urnarees, E. b. 3amura undopmanuu: kpuntoanroputmsl xemuposanus / E. b. UrnateeB. —
Cankr-IletepOypr : Jlanmn, 2023. — 264 c¢. — ISBN 978-5-507-45962-9. — Teker :
NeKTpOHHBIA  //  Jlamb ~ :  DJNEKTpOHHO-OMOMMoTeunas  cuctema. —  URL:

https://e.lanbook.com/book/311792
2. Pameen, C. M. Maremarnueckue METObI 3alTUThI HH(OOPMAIUU U MX OCHOBBI. COOpPHUK 3a/1a4
/ C. M. PaneeB. — Cankr-IlerepOypr : Jlanb, 2023. — 140 ¢. — ISBN 978-5-507-45197-5. —

Tekcr : osnexkrponnslid // Jlamb : 31ekTpoHHO-OMOIMOTeuHas cucrema. — URL:
https://e.lanbook.com/book/292913

3. Pamees, C. M. MaremaTruueckre MeTO/IbI 3anmuThl nHGopManuu / C. M. PaneeB. — 2-e u3j.,
crep. — Cankr-IletepOypr : Jlanb, 2023. — 544 ¢. — ISBN 978-5-507-47085-3. — Tekcr :
MEKTpoHHBIH  //  Jlamb @  2IeKTpoHHO-OMOMMoTeuHnas  cuctema. —  URL:

https://e.lanbook.com/book/326153
4. Kpakosckuii, FO. M. Meroas! 3amuThl nuHpopManmu : yyebHoe mocodue anst By3oB / 0. M.
KpakoBckmii. — 3-e m3j., nmepepad. — Cankr-IlerepOypr : Jlanp, 2021. — 236 ¢. — ISBN

978-5-8114-5632-1. — Tekct : aneKTpoHHBIN // JlaHb : 2MEeKTPOHHO-OMONIMOTEUHAsI CHCTEMA.
— URL: https://e.lanbook.com/book/156401 (mara obpamenus: 22.10.2022).

5. EpmakoBa, A. 0. Kpunrorpadpuyeckue wmetofspl 3amuThl uHbOpManuu : y4eOHO-
Metonuyeckoe nocodue / A. 0. EpmakoBa. — Mocksa : PTY MUPDA, 2021. — 172 c. —
Texkct: »onextponusli// JlaHp : 21MeKTpoHHO-OMOmuoTeunas cucrema. —  URL:

https://e.lanbook.com/book/176563 (mata obpamenus: 22.10.2022).

6. Bomukos, B. II. Teopuss u meTonasl kpuntorpaduueckoil 3amuThl WHGOpPMALUK : y4eOHOE
noco6ue / B. I1. Bomukos, B. I'. CanankoB. — Mocksa : MTYCH, 2021 — Yacts 1 — 2021.
— 77 c.— Tekct : amekTpoHHbI / JlaHb : 31MeKTpoHHO-OMOMMoTeuHas cucrtema. — URL:
https://e.lanbook.com/book/215195 (mara obpamenus: 22.10.2022).

7. EpmakoBa, A. KO. Meronbl U cpeiacTBa 3alIUThl KOMITBIOTEPHOW HH(MOpManuu : ydeOHOe
nocobue / A. 1O. EpmakoBa. — MockBa : PTY MUPDA, 2020. — 223 ¢. — Teker :
NeKTpoHHBIH  //  Jlamp  :  JNmeKTpoHHO-OmMOmuorteunas  cuctema. —  URL:
https://e.lanbook.com/book/163844 (mara obpamenus: 22.10.2022).
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8. MunsieB, A.A. Ceprudukanus CpeACTB 3amUThl HHPOpMAIUH : ydeOHoe mocodme / A. A.
Mumnses, HOpxkun, M. M. Kosmyp, K. A. AxpameeeBa. — Cankr-Ilerepoypr :CIIGI'YT um.
M.A. bonu-bpyesuuaa, 2020. — 88 c. — ISBN 978-5-89160-213-7. — TekcT : 3IeKTPOHHBIH //
Jlanp : amekTpoHHO-OMOMMoTeunas cucrema. — URL: https://e.lanbook.com/book/180100
(marta obpamenus: 22.10.2022).

6.2 IlepeueHnb pecypcoB HHGOPMALHOHHO-TEIEKOMMYHUKANIMOHHOM ceTn « AHTEpHET».

1. OdunmanbHBIN cait KOMIIaHUH Kpunronpo [DneKTpOHHBIN pecypc]: Pexum
noctyna: http://www.cryptopro.com/, cBo0oaHbIi. — 3ariI. ¢ SKpaHa.
Lentp pa3paboTKu Kpuntoxkom [DneKTpOHHBIN pecypcl: Pexum

nocryma: http://www.cryptocom.ru/products/index.html/, cBo6oaHbBIN. — 3ar. ¢ sKpaHa.
HarnwonansHas saekrponnas oudauorexka (HOB) www.rusneb.ru
ELibrary.ru Hayunast anextponnas 6udanoreka www.elibrary.ru
Dnekrponnas oubaunorexka Grebennikon.ru www.grebennikon.ru

6.3 IlIpodeccuonanbHbie 6a3bl JAHHBIX H HHPOPMALMOHHO-CIIPABOYHBIE CHCTEMbI

Joctyn k npodeccruonanbHbiM 0a3am nannbix: https://liber.rsuh.ru/ru/bases

WHdopmanoHHbIE CIIPABOYHBIE CUCTEMBI:
1. Koncynbrant Ilmoc
2. Tapanr

7. MaTepI/IaJIbHO-TeXHI/I‘leCRO(') o0ecneyeHue JAUCHHUIIIIMHBI

s obecrieyeHUs AUCIMILTAHBI UCTIONB3YeTCS MaTepHUalbHO-TEXHHYECKas 0a3a o0pa30BaTeIbHOTO
YUPEKICHUS:

1) JUIS JIEKIIMOHHBIX 3aHATUH - yueOHas ayJUTOpus, 10CKa, KOMIbIOTEP UM HOYTOYK, TPOEKTOP
(cTaOHaApPHBIN UM IEPEHOCHOH) ISl IEMOHCTpAIMK YY€OHBIX MaTepHaloB.

CocraB nmporpaMMHOT0 00€CTICUeHHUS:

1. Windows
2. Microsoft Office
3. Kaspersky Endpoint Security

2) 1Sl TPAKTUYECKUX 3aHITHH — KOMITBIOTEPHBIA KIacC WM JIabopaTopusi, JI0CKa, MPOEKTOP
(cTallMOHApPHBIN MU TIEPEHOCHOM ), KOMIBIOTEP WM HOYTOYK AJSl MpernoAaBarens, KOMIBIOTEPH! IS
oOydJaronmxcs.

CocraB nmporpaMMHOTO 00€CTICUCHHUS:

Windows

Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

Microsoft Share Point 2010

Vmware Player 15.5 +

I'octeBas OC CentOS 7
nemo-auctpudytussl CK3U «Kpunto-ITpo».

NGO~ wWNE


https://liber.rsuh.ru/ru/bases
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8. ObdecneueHue 00pa3oBaTeIbLHOrO NMpoLecca AJsl UL ¢ OTPAHMYEHHBIMU BO3MOKHOCTAMHM
310POBbS M HHBAJIN/I0B

B xoze peamuzanuy JUCHMIUIMHBL HCHOJB3YIOTCSA CIEAYIOIIME JONOIHHUTENbHBIE METOJIb
00y4eHHs, TEKYIIEr0 KOHTPOJS YCIIEBAEMOCTH M IMPOMEXKYTOUYHOH aTTecTaluu OOydJaromuxcs B
3aBUCUMOCTH OT UX MHIUBUIYalIbHBIX OCOOCHHOCTEMN:

® Uil CJEMBIX W CHA0OBUIAIIUX: JIEKIUH O(OPMIIAIOTCS B BHJIE AJIEKTPOHHOTO IOKYMEHTA,
JOCTYITHOIO C IOMOLIbIO KOMIIBIOTEpA CO CIELUAIN3UPOBAHHBIM IPOrPAMMHBIM OOECIIEUEHHEM;
MUCHMEHHBIC 33/IaHUS BBIMOJHAIOTCS HAa KOMIBIOTEpE CO CHEHUAIM3UPOBAHHBIM IPOTPAMMHBIM
obecreyeHneM WIM MOTYT ObIThb 3aMEHEHbl YCTHBIM OTBETOM; OOECIEeYMBAETCS WHAMBHUIYalIbHOE
paBHOMepHOE ocBemieHue He MeHee 300 JIOKC; AU BBINOJIHEGHUS 3aJaHusl TPH HEOOXOIMMOCTH
IIPEJOCTABIIAETCS YBEIMYMBAIOLIEE YCTPOHWCTBO; BO3MOXKHO TAaK)XK€ HCIHOJIb30BAaHUE COOCTBEHHBIX
YBEIUYMBAIOUINX YCTPONCTB; MUCbMEHHBIC 3aJaHNs 0(OPMIIIOTCS YBETUYEHHBIM HIPU(PTOM; SK3aMeH
1 3a4€T NPOBOASATCA B YCTHOM (JOpME MIIM BBIIOJIHAIOTCS B IMCbMEHHOM (pOpMe Ha KOMIIbIOTEpE.

® Ui TIIYXUX M CIAOOCHBIIAIUX: JIEKUUU O(QOPMIISIIOTCS B BUAE 3JICKTPOHHOTO JOKYMEHTA,
00  MpeaoCTaBiIAeTCS  3BYKOYCWIIMBAIONIAsl — ammapaTypa HMHIWBUAYAJIBHOTO  TOJB30BAHUS;
IIUCbMEHHBIE 3aJlaHUsl BBINOJHSIOTCS HAa KOMIIBIOTEpPE B MHUCBMEHHOM (opme; s3K3aMeH U 3auér
MIPOBOJIATCS B MUCBMEHHOM (hOpMe Ha KOMITBIOTEPE; BO3MOYKHO MIPOBEICHUE B (DOpME TECTHPOBAHHUS.

® /Ul JIMIl C HapyLICHUSMU OINOPHO-JBUTATEIBHOIO ammapara: JIEKIUU Oo(GOopMIISIIOTCS B BHJIE
JIEKTPOHHOI'O JIOKYMEHTa, JOCTYIIHOTO C IIOMOIIBIO KOMIIBIOTEPA CO  CIEHUATU3UPOBAHHBIM
IpOrpaMMHBIM ~ 00€CIieYeHUEeM; THChMEHHBIC 33/1aHUSl  BBINOJHSIOTCS HAa KOMIBIOTEpE CO
CIELUAIU3UPOBAHHBIM NPOrPAaMMHBIM 00€CIIeueHHEeM; FK3aMeH U 3auéT MPOBOJATCS B YCTHOH (hopme
WM BBITIOJIHSIOTCS B MIMCBMEHHOM (popMe Ha KOMITBIOTEpE.

ITpu HEOOXOIMMOCTH MpelycMaTpUBAETCs yBEIMUEHUE BPEMEHHU J1s IOATOTOBKU OTBETA.

[Iponienypa mpoBeAeHUsT MPOMEKYTOYHON arTecTanuu Ui OOyJaroluXcsl YCTaHABIMBAETCS C
y4€TOM UX MHAMBUIYAIbHBIX NCUXO(PU3NUYECKUX 0coOeHHOCTeH. [IpoMexyTouHas arrectanus MOXET
IIPOBOJIUTHCS B HECKOJIBKO ITAIOB.

IIpu mnpoBeaeHuMH TpoOLEAYPbl OLEHUBAHMUS pPE3YJIbTaTOB OOydYeHMs IpelycMaTpuBacTcs
WCTIOJIb30BaHNE TEXHUYECKUX CPE/ICTB, HEOOXOJMUMBIX B CBS3HM C WHAWBUIYAJIIbHBIMA OCOOCHHOCTSIMHU
oOydJaromuxcsi. OTH CpeicTBA MOTIYT OBITh IPEJOCTABIECHbl YHUBEPCUTETOM, MIM MOTYT
HCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUUECKHUE CPEJICTBA.

IIpoBenenue npoueaypsl OLEHUBAaHUS PE3YJAbTaTOB OOYyUYEHMs JOMYCKAeTCs C UCIOJIb30BaHHEM
TMCTaHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTHHA.

ObecneunBaercsd AOCTYN K HH(MOPMAIMOHHBIM U OubnuorpaduyeckuM pecypcaMm B CETH
WuTepHer 1 kKaxaoro odydaromierocs B opMax, aaTHPOBAHHBIX K OTPAaHUYEHUSM HUX 3/10pPOBbS U
BOCTIPUATHS HHPOPMALIUU:

e UIsl CIENbIX MU CHA0OBUIAIIMX: B I€YAaTHOM ¢opMme yBeIWYEHHBIM WIpUPTOM, B Qopme
3JIEKTPOHHOTO IOKYMEHTa, B (hopme ayauodaiina.

® JUUIsl TIIYXUX U CJIa0OCIBIIIAIINX: B Te4aTHOU (opMe, B (opMe FIMEKTPOHHOTO JJOKYMEHTA.

® 1151 00YYarOLIMXCsl C HapYIIEHUSIMU ONOPHO-ABUraTeIbHOIO anmapara: B edyaTHOH ¢opme, B
(opMe 3MEeKTPOHHOTO JJOKYMEHTa, B (hopme ayaunodaiina.

VY4yeOHble ayTUTOPUM A BCEX BHUJOB KOHTAKTHOM M CaMOCTOATENBbHOM pPabOThHI, HaydHas
OuOaMoTeKa W HHbIE IMOMEIIeHUs Uig OOyYeHHs OCHAIIEHBl CHEIHAIbHBIM O00O0pYJOBaHHEM U
y4eOHBIMU MECTaMU C TEXHUYECKHMHU CPEACTBAMHU O0YUEHUS:

® JIJIsl CIIETBIX U CIA0OBUAAIINX: YCTPOMCTBOM JJISI CKAHUPOBAHUS M YTEHHUS ¢ Kamepoil SARA
CE; mucruteem Bpaits PAC Mate 20; npunaTtepom bpaiinsg EmBraille ViewPlus;

e Ui TIHYyXUX W CIA0OCHBIIIAIIUX. aBTOMATU3UPOBAHHBIM paboO4YMM MECTOM JUIsl JIIOAeH ¢
HapyLIEHUEM CIIyXa U c1a00CTBIIIANINX; aKyCTUYECKUN YCHIINTEINb U KOJIOHKY;

o isi OOy4arolmMXCs C HapyLICHUSMU OINOPHO-IBUTATENLHOTO ammapaTa: MepeBUKHBIMHU,
peryaupyeMbiMu 3proHomuueckumu naptamu CH-1; KOMObIOTEpHON TEXHUKOW CO CHELHaTbHBIM
IIPOrpaMMHBIM 00ecTIeYeHUEM.
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9. Metoanueckue MaTepHuaJIbl

9.1 Mnanbl NpPaKTHYECKHX 3aAHATHI
9.1. Il1anbl NpaKTHYECKUX PadoT.

MeToanyecKue yKa3aHusl 10 OPraHU3aluM U MPOBeIeHUI0

Tembl y4eOHOW IUCHUIUIMHBI MPEIyCMATPUBAIOT MPOBEACHUE MPAKTHYECKUX paboT, KOTOpHIC
CITy’KaT KaK LEJISIM TEKYIIETO U MPOMEXKYTOYHOTO KOHTPOJIS 32 MOJATOTOBKOM CTY/ACHTOB, TaK U LIEISIM
MOJyYCHUs TPAKTUYECKUX HABBIKOB NPHUMEHEHHS METOJOB BBIPAOOTKH PEIICHUH, 3aKperuIeHUs
M3YYEHHOTO MaTepuaia, pa3BUTUsS yMEHHH, IpHoOpEeTeHHs ONbITa PEeIICHHUs] KOHKPETHBIX HpoOieM,
BEJICHUSI TUCKYCCHUI, apryMEHTAIlMM M 3alIUThl BHIOPAHHOTO pemieHus. [loMoms B 3TOM OKa3bIBAalOT
3ajaHus ISl TIPAaKTUYEeCKUX PadoT, BhIJaBacMble MpenojgaBaTeieM Ha KakJOM 3aHATHH, 33JaHUs Ha
CaMOCTOSITEIIbHYIO TIOATOTOBKY, IEpEYeHb BOIPOCOB JJIsl MOJITOTOBKH K 3a4eTy W KOHTPOJIbHBIC
JOMAIITHUE 3a/IaHUS TSI CAMOCTOSATEIBHOM pabOThI CTYICHTOB.

Leab0 TpakTUYECKUX pPabOT SBISETCA 3aKPEIUICHHE TEOPETUYECKOro MaTepualia |
npuoOpeTeHne  TPAKTUYECKUX  HABBIKOB  HCIIOJNB30BAaHHMS ~ METOJIOB  NPUMEHEHHUS  IaKeTOB
KOMITBIOTEPHON MaTEeMaTUKU B MPO(ECCUOHATBHON JIESITEIBbHOCTH, TPUMEHSITh HABBIKU ISl TIPUHSITHS
Hanbonee 3(pPEeKTUBHBIX pEHICHWI B YCIOBHUSAX OBICTPO MEHSIOUICWCS pPEANbHOCTH, AJS OBICTpOi
aJlanTaluy K U3MCHSIFOIIUMCSI YCIIOBHSIM JCSTEITIBHOCTH.

TemaTyka nmpakTHYECKUX paboT COOTBETCTBYET MPOrpaMMe Kypca.

1. Pabora c cepruduraramu B OC Windows.
2. OYHKIUU YAOCTOBEPSAIOUIETO IIEHTP Ha npumepe tectoBoro Y1 Kpumnrompo.
3. Hacrpoiiku kpunronposaiinepa Kpunronpo CSP.
4. ®ynkuuu kpunrtodudbmmorexku OpenSSL.
Metoanueckue yka3zaHusl K IPaKTHYECKUM paboTaM MPUBEACHBI B OTJCILHOM JOKYMEHTE
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IIpunoxenne 1. AHHOTAITHSA
paboueii mporpaMMbl JTUCIUTIIHHBL

AHHOTAIIUSI PABOYEHA ITPOTPAMMBI JIUCHUATLIAHBI

Hucuumummna «MH)pacTpykTypa OTKPBITBHIX KJIIOUEH, yIOCTOBEPSIONINE IEHTPHD pealn3yeTcs
Ha (akyiabTeTe HH(POPMALMOHHBIX CHUCTEM UM 0€30IacHOCTH Kadeapoll KOMIUIEKCHON 3allUThl
uHpOpMaLuu.

Lenp AMCHUIIMHBL: HAYYUTH CTYJCHTOB IpHeMaM paboThl ¢ HHPPACTPYKTYPOH OTKPBITHIX KIIFOUEH U
nuQpoBEIMU cepTUHUKATAMH.

3amaun: GOpMHPOBAHUE Y CTYACHTOB MIPECTAaBICHHI 00 HHPPACTPYKTYpE OTKPHITHIX KIFOUEH,
BBIPa0OTKAa YMEHUH pa3BOpayMBaTh M HACTPAWBATh YJOCTOBEPSIOIINE IIEHTPHI, HAYYUTH CTYICHTOB
MCIOJIb30BATh MEXAaHU3MBI 00ECIICUEeHUS FOPUINUECKON 3HAYMMOCTH JOKYMEHTOB.

JlucuuiuinHa HarpaBjieHa Ha (GOPMUPOBAHUE CIICIYIOIICH KOMITCTCHITHH

[IK-6 — CnocobeH mpuHHMAaTh y4acTHE B OPraHM3ALUU U TPOBEIECHHH KOHTPOJIBHBIX IPOBEPOK
paborocnocoOHOCTH U APGHEKTUBHOCTH MPUMEHSEMBIX MPOTPAaMMHBIX, IPOrpaMMHO-AINAPATHBIX U
TEXHUYECKHUX CPEJICTB 3AIIUTHI HHPOPMALIUH.

B pesynbpTare ocBOCHHS AUCIUILUIMHBI 00YJarOITUICS JOJIKEH:
e 3HaTh OIICHKH PabOTOCIIOCOOHOCTH MPUMEHSIEMBIX CPEJICTB 3aIlUThI HH()OpPMAIUHU C
ucnonb3zoBanueM npukiagHoro IO Crypto Pro u XCA;
e VYMeTh OleHUTH (DPEKTUBHOCTH IPUMEHSIEMBIX CPEJICTB 3alIUThl HMHPOPMAIUH C
ucnonbs3oBanueM npukiaaHoro I1O Crypto Pro u XCA;
e Braners HaBBIKAMH OIpPEICICHHS YPOBHS 3aIUIIIEHHOCTH U JJOBEPHUS CPEICTB 3AIUThHI
nHpopmanuu Ha pumepe 10 VeraCrypt u Crypto Pro.

[To nucuumnunHe TpeIycMOTpEeHa MPOMEXKYTOUHas aTTecTalus B hopme 3auéTa.
OOw1ast TpyA0EMKOCTh OCBOCHHUS AUCLUIUIMHBI COCTABIISACT 3 3aUETHBIC €TUHHIIBI.



